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Introduction

ABSTRACT INTERPRETATION

Intervals (BOX) domain
1:y=0; x=0;

2:while (x<100) {
X=xX+2;
y=y+2;

}

3:assert (y>=0);
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ABSTRACT INTERPRETATION

Intervals (BOX) domain
1:y=0; x=0; 1: x = (—00,00),y = (—00,0)

2:while (x<100) { 2: x=10,2],y =[0,2]
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y=y+2;

}

3:assert (y>=0);

Imprecision due to join
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Sources of Imprecision

Join
@ Avoids exploring exponentially many paths
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Sources of Imprecision

Join

@ Avoids exploring exponentially many paths
Widening

@ Forces convergence
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Introduction

Sources of Imprecision

Join

@ Avoids exploring exponentially many paths
Widening

@ Forces convergence
Abstract post

@ Imprecise interpretation of instructions, e.g. y=x<<2
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Introduction

Sources of Imprecision

Join

@ Avoids exploring exponentially many paths
Widening

@ Forces convergence
Abstract post

@ Imprecise interpretation of instructions, e.g. y=x<<2
Abstract domain

o E.g., BOX cannot represent relation y=x+2
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Symbolic Abstraction
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Introduction

Symbolic Abstraction: a(y)

Itinerary

Monday:

am.  Baltra Airport

pm  Highlands - Pit Craters (Santa Cruz)
Tuesday:

am. ggas Port = Salt Mines (Santiago)
pm.  Bartolomé

Wednesday:

am.  Dragon Hill (Santa Cruz

pm.  North Seymour

Thursday:

+ am.  Baltra airport

L
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Introduction

Symbolic Abstraction: a(y)

Itinerary

Monday:

am.  Baltra Airport . _ .
pm  Highlands - Pit Craters (Santa Cruz) 1: X = y + 1 5
Tuesday:

;nr:‘ gl?r:o:::n‘é- Salt Mines (Santiago) A : y = x - y ;
Wednesday: . = .
o Dregoh HiliiSaiiCria 3: assert (y == 1);

pm.  North Seymour
Thursday:
+ am.  Baltra airport

L

N
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pm.  North Seymour

Thursday:

Baltra airport
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2: y =
3: assert(

y +1;
X -V
== 1);

x:(—00,00) y:(—00,00)

e=x=Y+1Ayn=x—Y

v [13 1]

December 17, 2013

8 /31



SYMBA

¢ QF_LRA a(p) : TCM
p=x=1 T ={x}
Pp=1<y<3A(1<x<3Vx=4) T={y,x+y}
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SYMBA

atoms
p : QF_LRA
p=x=1
p=1<y<3A(1<x<3Vx=4)

Li, Albarghouthi, Gurfinkel, Kincaid, Chechik () Symbolic Abstraction with SMT Solvers

a(p) : TCM

T ={x}
T={y,x+y}

December 17, 2013

9/31



SYMBA

atoms
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p=x=1
p=1<y<3A(1<x<3Vx=4)
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Introduction

SYMBA
atoms temp|ateS
v QF_LRA a(p) : TCM
SYMBA
p=x=1 T ={x}
p=1<y<3A(1<x<3Vx=4) T=1{y, }

@ Novel symbolic abstraction algorithm using SMT solvers.
@ Maintain both under- and over-approximation of a().
@ Avoid imprecision by symbolically enumerating program paths.

@ Parameterized by the TCM abstract domain that subsumes intervals,
octagons and octahedra.
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Outline

© Examples
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Equivalence Class: [p]

p= 0<x<3A0<z<2A
2y < —x+4Vi4y =3x+3)
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Examples

Equivalence Class: [p]

p= 0<x<K3A0<z<2A
2y < —x+4Vi4y =3x+3)
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Equivalence Class: [p]

p= 0<x<3A0<z<2A a: x=0
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f. —3x+4y =3
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- 00000000000 |amm|
A 3-dimensional Example

K<<l (=] +]

x<3AN0<z<2A(2y < —x+4Va4y=3x+3) T={y}

©
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o
N
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Outline

© SymBA Algorithm
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SYMBA Formalized

—— INIT
0,L,7T)

pE@eA-AV)
(M, U,0) — (MU {p}, UL a(p), 0)

GLOBALPUSH

U= (ki,-.. ka) p2E¢ [pl=[p1] ti(p1) < ti(p2)
Bps = @ Ati(p2) < ti(ps) Alp2] C [ps]
<M, U, O> — <M. uu (/(1, ooy kiz, 00, kigay e kn), O>

UNBOUNDED(p; € M, t; € T)

p2.p3 e ti(p) < ti(p2) < ti(ps) [p1] = [p2] C [p3]
(M, U, 0) — (MU {ps}, ULa(ps), 0)

UNBOUNDED-FAIL(p; € M, t; € T)

O =(ki,...,ks) m=max{t;(p)) | p' € M} o=t;<m
(M, U,0) = (M, U, O (ki ki1, m, ki, -+ kn))

BouNDED(t; € T)

Figure: Inference rules used by SYMBA.

Li, Albarghouthi, Gurfinkel, Kincaid, Chechik () Symbolic Abstraction with SMT Solvers December 17, 2013 14 / 31



GLOBALPUSH

K<Ll [> 4] [= ][ +]

p e A-A(V)
(M, U,0) = (MU {p}, UL a(p),O)

GLOBALPUSH
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UNBOUNDED-FAIL

K<Ll [> 4] [= ][ +]

P2, ps =@ ti(p1) < ti(p2) < ti(ps)  [p1] = [p2] C [p3]
(M, U, 0) = (MU {ps}, ULIa(ps), O)

UNBOUNDED-FAIL(p; € M, t; € T)

Li, Albarghouthi, Gurfinkel, Kincaid, Chechik () Symbolic Abstraction with SMT Solvers December 17, 2013

16 / 31



UNBOUNDED

K<l 15) S

U= (ki,.... k) p2E9 [pl=I[p] ti(p) < ti(p2)
#ps = o A ti(p2) < ti(ps) A [p2] C [ps]

(M,U,0) = (M,UU (ki, ..., ki—1,00,Kiy1;.- -, kn), O)

UNBOUNDED(p; € M, t; € T)
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BOUNDED

0= (k... kn)

K] <J ][> =] +]

Li, Albarghouthi, Gurfinkel, Kincaid, Chechik ()

=max{t;(p') | P €M} ¢=t;<m
(M, U,0) = (M,U,0n (ky,..., ki—1,m, kis1, ..., kn))

BOUNDED(t; € T)

Symbolic Abstraction with SMT Solvers




A 2-dimensional Example

0 1 2 3 4 5 6 7 8

K<L [> 1] [= ][ +]

p=1<y<3A(1<x<3Vvx=4) T={y,x+y}
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Symba Algorithm

UNBOUNDEDIMPL

1: function UNBOUNDIMPL(c € P(E(p)),ti € T)

2: PusH()

3 ASSERT(t; > U[t])

4: if UNSAT then

5: O[ti] < U[ti]; Pop(); return

6 ASSERT(A ¢)

7 if UNSAT then

8 REMOVESTRONGER(L(t), ¢); PoP(); return

9: ASserRT(V(E(¢) \ ©)))

10: if SAT then > UNBOUNDED-FAIL

11: Pop(); return GETMODEL()

12: else > UNBOUNDED

13: O[ti] + oo

14: Pop(); return
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6 ASSERT(A ¢)

7 if UNSAT then

8 REMOVESTRONGER(L(t), ¢); PoP(); return

9:  AsserT(V(E(p) \ ©)))
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Symba Algorithm

Soundness

Soundness of UNBOUNDED

Given a formula ¢ in logic £ and a linear expression t over the variables of ¢, then

Pk e R-¢ =t < k (i.e., t is unbounded) if and only if there exist p1, p2 = ¢
such that

Q t(p1) < t(p2)
Q [p1] = [p2]
Q Fps = ¢ t(p2) < t(p3) A [p2] C [ps]
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Symba Algorithm

Termination

Fair Scheduling

A fair scheduling is an infinite sequence of actions a1, a, ..., where

a; € {GLOBALPUSH, UNBOUNDED, UNBOUNDED-FAIL},

and the following conditions apply:
@ GLOBALPUSH appears infinitely often, and

@ if a point p is added to M along the execution sequence, then both
UNBOUNDED(p, t) and UNBOUNDED-FAIL(p, t) eventually appear.
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Symba Algorithm

Termination

Fair Scheduling

A fair scheduling is an infinite sequence of actions a1, a, ..., where
a; € {GLOBALPUSH, UNBOUNDED, UNBOUNDED-FAIL},

and the following conditions apply:
@ GLOBALPUSH appears infinitely often, and

@ if a point p is added to M along the execution sequence, then both
UNBOUNDED(p, t) and UNBOUNDED-FAIL(p, t) eventually appear.

Termination

SYMBA terminates after a finite number of actions in any fair execution.
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Outline

@ Evaluation
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Evaluation

Optimizations

Integer Rounding
U= (k... kn)

kieR plEy ti(p) =kl

(M, U, 0) —

)
(Mu{p},Uua(p),0

)

IR( ti € T)
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Optimizations

Integer Rounding
U:(klaakn) kIGR P':Sﬁ fl(P):“ﬂ
(M, U,0) = (MU{p}, UL a(p), O)

IR(t; € T)

Scheduling Policy

GLOBALPUSH, UNBOUNDEDIMPL, . .., UNBOUNDEDIMPL, GLOBALPUSH

forcePush
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SMT-LIB2 Benchmarks

(declare-const x Real)
(declare-const y Real)
(declare-const k1 Real)
(declare-const k2 Real)
(assert (=>
(and (and (<= 1.0 y) (<=y 3.0))
(or (and (<= 1.0 x) (<= x 3.0))
(>=x 4.0)))
(and (K y k1) (< (+ x y) k2))))

Figure: Problem file for the 2-D example.

© 00 N O WN -

p=1<y<3AN1<x<3Vvx2>24) T={y,x+y}
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Evaluation

@ Evaluation of the effects of different optimizations on the efficiency of
SYMBA.

@ Comparison with other SMT-based symbolic abstraction algorithms.

@ Precision comparison of invariants generated by SYMBA against traditional
abstract transformers.
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Evaluation

@ Evaluation of the effects of different optimizations on the efficiency of
SYMBA.

@ Comparison with other SMT-based symbolic abstraction algorithms.

@ Precision comparison of invariants generated by SYMBA against traditional
abstract transformers.

SYMBAIR(forcePush) | SYMBA with integer rounding. (forcePush) num-
ber of UNBOUNDEDIMPL calls are forced before
GLOBALPUSH is called.

SYMBAIROFF SYMBAIR(co) without integer rounding.

DNFBOUND Implemented a path-based algorithm described in
[Monniaux & Gonnord, 2011] using APRON.

Z3QELIM Applied Z3 quantifier elimination to compute the

stongest post-condition.
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Evaluation

SYMBA on SMT-LIB2 Benchmarks

| ConricURATION | TiME(s) [ # SMT | # Sowe | # GP | # UB |

Table: Overall results on 295 SMT-LIB2 benchmarks.

Li, Albarghouthi, Gurfinkel, Kincaid, Chechik ()

Symbolic Abstraction with SMT Solvers

SYMBAIR(1) 1,707 136,766 295 69,321 | 32,948
SYMBAIR(3) 560 74,217 295 16,138 | 30,861
SyMBAIR(8) 562 65,185 295 6,734 | 31,948
SYMBAIR(13) 538 65,019 295 5,502 | 32,603
SYMBAIR/(00) 569 69,785 295 5,491 | 34,978
SYMBAIROFF 708 72,680 295 5,478 | 35,910
DNFBOUND 1,562 208 48
Z3QELIM 669 - 39
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SYMBA on SMT-LIB2 Benchmarks Cont'd

Instances solved within a given timeout

30 b7 T
g 280 .
= 4
g ]
7}
A 1
g 260 4
2 : .
A r — SYMBAIR(c0) 1
v e SYMBAIROFF ]|
240 L SyMBAIR(1) .
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
0 50 100

Timeout (in seconds)

Figure: Number of benchmarks solved vs. timeout in seconds for several configurations
of SYMBA.
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SYMBAIR(00) vs. INTERVALS on Invariant Generation

[ AssDom [ # CompLETED | TiME(s) | # SAFETY PROOFS | PRECISION GAIN(%) |
[ SymBAIR(0) | 592 [ 4024 ] 47 [ 73 |
| INTERVALS | 604 | 121 | 0 \ 0 \

Table: Overall results for loop invariant generation on 604 C benchmarks.

Instances solved within a given timeout

600 [

400

Solved instances

— SyMBAIR(o0)
0 250 500

Timeout (in seconds)

Figure: Number of C files analyzed using SYMBAIR(00) as the abstract transformer vs.
timeout in seconds.
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Observations

@ Our set of benchmarks is non-trivial.
@ SyMBA is more efficient than path-based algorithm DNFBOUND.
@ Integer rounding optimization and careful scheduling are important.

© SYMBA brings a significant precision gain (73%).

Q It is fast in general.
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Outline

© Conclusion and Future Work
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Conclusion

@ Numerical invariant generation is important.
@ Abstract interpretation with numerical domains is not perfect.

@ In-precise operations
@ Trade-off between expressiveness and efficiency

© SYMBA utilizes the power of SMT solvers and compute precise abstract post
operator.

@ SYMBA enables invariant generation in the general TCM domain.

© Experimental results show that SYMBA is efficient in practice compare to
other symbolic abstraction approaches.
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Future Work

@ Heuristics on scheduling policies.
@ Parallelize the implementation of SYMBA.
© Extends to more SMT theories.
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Conclusion and Future Work

Thank You!
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