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"AND T PROMISE THESE TERM PAPERS WON'T BE
PETECTED AS AT"



__\}\ stack
— overflow

All use of generative Al (e.g., ChatGPT! and other LLMs) is
banned when posting content on Stack Overflow.

This includes "asking" the question to an Al generator then copy-
pasting its output as well as using an Al generator to "reword" your
answers.

Please see the Help Center article: What is this site's policy on content
generated by generative artificial intelligence tools?

Overall, because the average rate of getting correct answers from ChatGPT and other
generative Al technologies is too low, the posting of content created by ChatGPT and other
generative Al technologies is substantially harmful to the site and to users who are
asking questions and looking for correct answers.

Source:


https://stackoverflow.com/help/gen-ai-policy

scikit-learn is one of the sample projects featured in SWE-bench
https://openai.com/index/introducing-swe-bench-verified/

g adrinjalali commented on Jul 10

@Doclnspector 's bio on GH says:

We prefer to remain anonymous for double-blind paper review.

I'd say we prefer to talk to humans and we don't appreciate robots and fully automated tools. We also don't appreciate being
used as validation to tools being developed out there. We're not free data collection agents for your automated tools.

I'm going to close this issue and mark it as spam, and will block the user since it's clearly not a known human. Feel free to
open a PR fixing issues if you find any, using a normal human backed account.

®)

® g adrinjalali closed this as not planned on Jul 10

Source: h ://sith m/scikit-learn/scikit-I


https://github.com/scikit-learn/scikit-learn/issues/29440
https://openai.com/index/introducing-swe-bench-verified/

An Empirical Study to Evaluate AIGC Detectors
on Code Content
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Dataset Creation

NLCD-LLMs

“As an Al agent, ...

StackOverflow 148K 2K
Questions Y l. Q&A
Code Summarization Data Fitering 2. Code2Doc 908K 97K
-{f >
Summary text-to-code > LLMs & Code > 3. Doc2Code 904K 96.6K
Code Processor
Code Completion , 4. CONCODE 65K l.4K
Complexity
Length =
Language Ta;
NL-to-code J J ) 5. APPS 5K 3.7K
CEDALLMS 2.03M 0.2M



Dataset Creation: Programming-Related Q&A

Stack Exchangel'l dataset (coding topics)

G anchoveriow  Feaas D

PrOgraming-related i 10 pears, 1 moeth g Modfed 5 pears age  Viewsd 30K L

text-gen Task
. | use Tissdroupsr from pandss.tserles.resasple to sum monthly retumn to

G as follows:
StackOverflow 23 _®
Questions - i _réturn s BSATRLY_fEtiucd . Eroupby( TLBebrouphr | Fregs dM' }). Siregatalnusy = 1 m—
where monthly_retwen i like: Sgstien l

3 Answers orsed by, Mighest scoee [delsulth .

Answaer Body

b, The problem can be sobsed by adding dosed = ‘left’ - - LLMS
&

A, prouptypd, TimeGrouper( 4", cloted = "Lleft’)). spregate(numpy. tun)

antarred

B # 2T BARF 3D, 200
R L)
= A

*d i NN &1 &

5008 5 19 s

Training set: 148K

Test set: 2K
[1] https:/github.com/EleutherAl/stackexchange-dataset



https://github.com/EleutherAI/stackexchange-dataset

Dataset Creation: Code-to-Text

Programing-related
text-gen Task

Code Summarization

Code-gen Task

CodeSearchNet[? dataset
def simplify(x, n):

This function takes two string representations of fractions,
x and n, and returns True if x » n
evaluates to o whole number and False otherwise.

Both x and n are in the format of <numerator>/<denominator>,
where both numerator and denominator
are positive whole numbers.

_ Training set: 908K
Test set: 97K

LLM-Generated LLMs

Y

The function simplifies the expression x = n by converting
the string representations to integers,

multiplying thes, and checking if the result is a whole
number.

simplify("1/5", "5/1") = Trve
simplify(“1/6", “2/1") = False J
simplify("7/10", "10/2") = False

nan
code snippet
# Convert the string representations to integers

x_nuserator, x_denominator = map(int, x.split('/'))
n_numerator, n_denominator = map(int, n.split(‘/'))

# Multiply the fractions
result_numerator = x_numerator « n_numerator

Summar

result_denominator = x_denominator * n_denominator

# Check If the result is a whole nusber
return result_numerator % result_denominator == @

[2] https://github.com/github/CodeSearchNet

Code
Snippet


https://github.com/github/CodeSearchNet

Dataset Creation: Text-to-Code

CodeSearchNet dataset

Programing-related def simplify(x, n):
text-gen Task

DocStrin 2T
Prompt g This function takes two string representations of fractions,

x and n, and returns True &if x » n
</> evaluates to a whole nusber and False otherwise.

Both x and n are in the format of <numerator>/<denominator>,
where both nuserator and denominator
are positive whole numbers.

The function simplifies the expression x = n by converting
the string representations to integers,
multiplying them, and checking if the result is a whole

ber.
LLMs R e
Summary text-to-code e simplify(“1/5%, “S/1") = True

simplify(“1/6", “2/1%) = False
simplify(“7/10%, “10/2") = False

LLM-Generated e Raw Code snippet

COde Snlppet # Convert the string representations to integers
x_numerator, x_denominator = map(int, x.split('/*))
n_numerator, n_denominator = map(int, n.split('/*))

# Multiply the fractions
result_numerator = x_numerator = n_numerator
result_denominator = x_denominator = n_dencainator
.. . # Check if the result is a whole number
_ Tr'alnlng set: 904K return result_nuserator % result_denominator == @
Test set: 96.6K

Code-gen Task




RQI: performance of existing detectors

Detection accuracy for text-gen : AIGC detectors’ average AUC
* Open-source tools (Avg. 57.26%) Commercial
erform worse than commercial 100 Oben Source P A
tools (Avg. 66.31%) 90 pearaatl
80 r N
* Most commercial tools have good 70
performance 60
Detection accuracy for code-gen: 30
40
* Open-source tools (Avg. 50.25%) are 30
slightly better than commercial tools 20
(Avg. 48.90%) 10 I
* Most tools do not detect Al-gen 0
code well, close to random guesses é{,{\z Q\r Cg& O?g véo %d}e (g& oo@ oo@ \\d"i’\ o
o ¢ L& s . .
Overview, average AUC for code- Qg’-@ v&‘? T {\&0 & &'b"o 157 &S (.@o‘
gen is | 1.82% lower than text-gen & S & Ko &
Ay & © ©

ENLCD = CCD



RQ?2: factors affecting detection performance

o\

Function
complexity

6 Programming
languages

Table 4: The AUC performance of different detectors on the Doc2Code-LLM testset in terms of code complexity.

Complruty  Madel Avg.  GFT2 Detector  BoBETe-QA  AngeGPT  MAGE RADAER  ukedcds Fmi-Dwtecttdl T GIfTEmosw  Witnoom  fofbbecon Crouplagoom Owigenaliy ai
GPT-35-Tarba frT ft e ALE e LR T 40355 5791 ST AT3% L Wi 354
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Table 5: The AUC performance of different detectors on the Doc2Code-LLM testset in terms of code length.

Limgth Mada| Avg  GPTE Dwlector  BoBTs-0A AngelPT MAGE RADAR Mubdcule Fat-DiisoiGPT GFTZmeme Wrnoom Scribbecem  Crosipligoom  Owigisalitysl
GPT- 13- Tartes: s Fhas LY LLE MR L 53 ERE pER L) LHL) pES L] g LI
Shan[3-73]1 WigardCouker- | 5B A N7 M A 3= AT Lo ER ) LEEL] LErr] L] LLET] siap
Condellama- WHB-Inatnsat 5864 108 ELETY £ A AT T pAE oY AR TR ETee] e LY sias
CGiPT-15-Tarkss 13T nw e aa nag L 18 piaty mn mar EEEA LAY s nm
Mn{u-m| WoardCoder-1 5K A%t Lot o 40T a1 A9l A2AT par ) T a0 e 8T [k L] SLe
Codellama-HB-Instnect 45980 L] ARAT Lot 4980 AL pad ERE e L] [JE 1] a4l SR
OFT 3.5 Tarkss: 1 s LY L prE ] LR} i aiar 33 san LISE] 3401 a5
Losagtl 197 ] WiandCodker- 1 5B Sa ELl) LER Y e LER ] LIR) om LLF L) Sad s e SEa AR
CimbeLbaina- 3AB- lrstrst 4% A% EE ARG A A8t LI o w1l fand] A #1.17 ST i
Mg Az A ] s - ma 4%ar ey [ EE] S14T 450 43

Table 6: The AUC performance of different detectors on the Doc2Code-LLM testset on 6 programming languages.
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RQ?2: factors affecting detection performance

Function i TL’DR

complexity ! * More complex code seems more challenging to detect, especially for open-

source detectors

OD O. * Longer code is easier to detect

! * Most tools are stable across different languages, some tools struggle on
one/two languages

6 Programming i
languages



RQ3: how much does fine-tuning help?

Fine-tuning can significantly improve detection performance

Table 7: Results of fine-tuned models on different NLCD- Table 8: Results of fine-tuned models on different CCD-Train
Train datasets. datasets.
MLCD-Test
Dretector Q&A-LLM Code2Doc-LLM CCD-Test
AUC FPR FNR | AUC FPR FNR Deetector CONCODE-LLM | Doc2Code-LLM APPS-LLM
oo e o3 o3 o051 AUC after fine- AUC FPR FNE | AUC FPR FNR | AUC FPR FNR
Unfined-tuned RoBERTa-QA G ) 0 ! ks tuni [ Unfined-tuned RoBERTa-QA (003 ) 100 0.04 | 043 056 053 | 038 042 051
Q&A-LLM 0.00 000 ) 069 099 0.00 uning APPS-LIM | T30 000 100 | 081 039 043 | 094 049 000
RoBERTu-QA | CodedDocLLM | 054 008 041 | 100 000 000 CONCODELLM | 100 000 000 | 053 059 000 | 052 100 080
Composite-NL | 100 000 000 | 100 000 0.00 - EoBERTa-QA | Doc2Code-LLM | 094 000 094 | 100 04 000 | 056 080 006
AvE. 055 003 004 | 050 033 000 Text Code — Composite-Code | 100 000 0,00 | 100 04 001 | 0B 053 00
D& A-LLM i ] | 018 042 034 054 ﬂp;;ﬂm 086 ) B D49 | 078 037 ol ‘ 071 0T b2
Doe-LLY _ _ | _ o - 227 000 L00 | 051 043 033 | 073 038 029
MLF c;dﬂ . L;:I 1:':: g:f ng 11}?: g’gj’ Eg; 92.5% 78.3% CONCODE-LLM | 05% 002 008 044 058 002 | 043 068 040
| LumposiiessL [ 10F AL Lol ) 00 05t e MLP DoczCodelLM | 066 048 034 089 022 017 | 056 045 047
Avg 037 025 028 | 0.73 023 033 — Composite-Code | 095 06 013 | 089 024 006 | 068 041 032
Avp. 073 D04 D38| 048 04D 30| 060 048 0%

TL;DR: Fine-tuning can significantly improve the performance of the detectors for detecting code contents



RQ4: detection robustness under mutations

r Example before Example after
Descriptions . -
transformation transformation
(

f(a, b, c)

Equivalent transformation between a constant or a newline

FuncAddLine .
assigned by same constant.

b, ¢)

. . : g . i=0;
For2While SEtTLIZ:J:t transformation among for structure and while For é;dll:] range(9)) : while i<9 :
’ ys Body;

Equivalent numerical calculation transformation, e.g., ++, --,
+= &=’ |=

class Foo: # noga: DCO3
AddDeadCode Insert some dead cod.e fragments, unused statements or class work: pass
repeated statements in the code. pass class work:
pass
Rename the function names and variable names with all def func_newl(var_newl):
. . def funcil(varl):
VarRename their occurrence with newly generated names such as FO, pass
VI, V2 .

TL;DR: the mutation operators make it harder to detect Al-generated code, but they do not have significant impact on
detecting human-written contents

a +=1 a=a+1

AugAssign




Summary

D}l yili@ntu.edu.sg
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