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1.1 Background
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Token Contracts

A smart contract that keeps a ledger of who owns how many tokens, and exposes a fixed 
set of functions to move them.

ERC-20 (EIP-20) interface   ·   also BEP-20 on BSC

function totalSupply()  → uint256

function balanceOf(owner)  → uint256

function transfer(to, value)  → bool

function transferFrom(from, to, value)  → bool

function approve(spender, value)  → bool

function allowance(owner, spender)  → uint256

event Transfer(from, to, value)

event Approval(owner, spender, value)

1 Holds the value of DeFi

2 Composable by design

3 Open to everyone

Stablecoins Wrapped Governance

Wallet DEX Lending Bridge

ERC-20 interface

Anyone

</>

Deploy

✓
Live in minutes No 

review



1.2 Background
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Token Contract
◎ transfer(...) 0xa9059cbb

◎ approve(...) 0x095ea7b3

LOG
> emit Transfer(Alice, Bob, 10)

STORAGE

[0x0] balances[Alice] = 10 → 0

[0x1] balances[Bob]   = 0  → 0

Implementation

Trap Token Contracts

function transfer(...) {

if (blocked[to]) revert(); 

...

} ✓ERC-20 Compliant

This standardization has lowered the barrier for 
a sophisticated class of fraud: Trap Tokens.

These contracts adhere to standardized 
protocols to pass basic verification checks 
but embed covert malicious logic within the 
implementation details.



1.3 Background
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A lifecycle-based taxonomy of Trap Tokens
IM ·  Generation

mints unlimited supply on 
demand

TR ·  Circulation

quietly blocks victims from 
selling

TM ·  Circulation

drains funds via hidden fees

BT ·  Persistence

rewrites balances, no 
transfer needed

IB ·  Persistence

burns tokens without 
consent

FL ·  Observation

logs a lie about the real 
state



2.1 Motivation
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A real Transfer-Restriction (TR) backdoor, from our ETH-BSC dataset.

“Deceptive adherence” in practice

▼ Standard Checks: address(0)

▼ calculateFeesBeforeSend()

▼ (PanCakeSwapReciever[recipient])

setPanCakeSwapReciever

Normal Path

Owner

never flips it

▼

✓ Sell succeeds

Trap Triggered

Owner (L25–28)

flips it — onlyOwner

▼

✗ revert / Can’t sell

onlyOwner controls the switch.

Looks completely normal 

▼ ▼



2.2 Challenges

5

A naive approach

Contract source code

LLM

“Is this malicious?”

✗  Fails on four fronts

C1
Syntactic noise & deep inheritance
Modifiers, SafeMath wrappers and assembly blocks hide the 
malicious logic in deep inheritance.

C2
Implicit cross-function state
A trigger (setBlacklist) and its trap (a transfer revert) meet only 
through shared state — invisible to static analysis.

C3
Intent ambiguity
Deviating from the reference is not inherently malicious — we 
must reason about intent, not just syntax.

C4
Unverified exploitability
Even a correct guess is unproven — we cannot tell whether the 
flagged path is actually exploitable.



3  Methodology
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C1

C2

C3 C4

C1 ABT

Filters out syntactic noise

C2 APG

Compares with the 
standard, exposes links

C3 PIA

LLM judges intent from 
evidence

C4 Fork Validation

Replays the path to 
confirm exploitability



3.1  Methodology
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C1 ABT
Normalize syntax

Different syntax, same logic

Root transfer(Pub)  signature

Stem Sequence · Selector · Revert

Leaf  syntax is normalized here

4-tuple

Type
Check Condition

Content
flag[to]

Topology
Selector

Result
Revert

C2 APG
Compare & expose links

Diverging paths become candidates

transfer(Pub)

_transfer(Int)

_beforeTokenTransfer(Int)

Standard Target

⊥

no branch

calculateFeesBeforeSend

READS

PanCakeSwapReciever

MODIFIED_BY

setPanCakeSwapReciever

C3 PIA
Reason about intent

LLM judges intent from evidence

Prompt · 3 temperatures · majority vote

Input: ABT + diverging paths(APG)

C4 Fork Validation
Confirm exploitability

Trap confirmed ✓

transfer(Bob)

✓ OK

setPanCakeSwap-

Reciever(Bob, true)

transfer(Bob)

✗ REVERTS

Predicate: the same transfer succeeds 
before the trigger and fails after it

if (!flag[to]) revert();

≡

require(flag[to]);



4.1  Experiments
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Research Questions

1 RQ1  Effectiveness across the six trap categories

2 RQ2  Comparison with state-of-the-art tools

3 RQ3  Component contributions (ablation study)

4 RQ4  Reliability of fork-based validation

5 RQ5  Generalization to real, unseen on-chain contracts

Contracts (269 total) Per-category samples (501 total)
Dataset



4.2  RQ1 Effectiveness
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RQ1  How effective is TrapHunter at identifying different trap categories?

Answering RQ1:  TrapHunter is robust across all three LLMs, averaging 81.8% precision and 85.4% 

recall. Strongest on logic-based traps (TR, IM, TM); BT/FL see more false positives from ambiguous DeFi 

patterns, but high recall means real threats are rarely missed.



4.3  RQ2 & RQ3  Comparison and Ablation
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Coverage gap: baselines detect at most 3 of 
6 categories.
Accuracy: TrapHunter surpasses the best 
baseline by +0.25 F1.

Answering RQ2:  While baselines are high 

speed, low coverage, TrapHunter is high 

coverage, high accuracy.

RQ2  How does TrapHunter compare with existing tools?

RQ3  What does each component contribute?
Answering RQ3:  no single component 
suffices — each fixes a distinct failure 
mode.

ABT
IM precision falls from 0.915 to 0.587 
without it

APG
TM recall falls from 0.761 to 0.261 
without it

PIA
Overall recall falls from 0.870 to 0.499 
without it



4.4  RQ4 & RQ5  Reliability in Practice
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RQ4  Does fork-based validation confirm exploitability?

RQ5  Does it generalize to real, unseen contracts?

Answering RQ4:  most flagged 
traps are truly exploitable.

Answering RQ5:  it holds up on 
real, unseen contracts.

85.6%
of flagged traps confirmed executable

(373 of 436)

0.893
F1 on 48 unseen contracts

(recall 1.000)



5  Conclusion
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